#!/bin/bash

MQTT_HOST="192.168.1.9"

UNIFI_HOST="192.168.1.1"
UNIFI_USER="root"
SSH_OPTS="-o BatchMode=yes -o ConnectTimeout=10"

# ------------------------------------------------------------
# MQTT helper
# ------------------------------------------------------------

publish() {
    local topic="$1"
    local value="$2"

    mosquitto_pub \
        -h "$MQTT_HOST" \
        -t "$topic" \
        -m "$value" \
        -r
}

# ------------------------------------------------------------
# Check SSH connection
# ------------------------------------------------------------

if ! ssh $SSH_OPTS "${UNIFI_USER}@${UNIFI_HOST}" "true" >/dev/null 2>&1; then
    echo "$(date -Is) ERROR: Unable to connect to UniFi gateway"

    publish "unifi/gateway/online" "false"
    exit 1
fi

publish "unifi/gateway/online" "true"

# ------------------------------------------------------------
# Gateway
# ------------------------------------------------------------

OS_CURRENT=$(ssh $SSH_OPTS "${UNIFI_USER}@${UNIFI_HOST}" \
    'ubnt-device-info firmware' 2>/dev/null)

UPTIME_SECONDS=$(ssh $SSH_OPTS "${UNIFI_USER}@${UNIFI_HOST}" \
    "cut -d. -f1 /proc/uptime" 2>/dev/null)

publish "unifi/gateway/ip" "$UNIFI_HOST"
publish "unifi/gateway/os/current_version" "$OS_CURRENT"
publish "unifi/gateway/uptime_seconds" "$UPTIME_SECONDS"

# ------------------------------------------------------------
# UniFi Network
# ------------------------------------------------------------

NETWORK_CURRENT_FULL=$(ssh $SSH_OPTS "${UNIFI_USER}@${UNIFI_HOST}" \
    'uos application current-version unifi-native' 2>/dev/null)

NETWORK_LATEST_FULL=$(ssh $SSH_OPTS "${UNIFI_USER}@${UNIFI_HOST}" \
    "uos application latest-versions unifi-native --current-version \$(uos application current-version unifi-native) --pretty" \
    2>/dev/null \
    | sed -n 's/.*"version": *"\([^"]*\)".*/\1/p' \
    | head -1)

NETWORK_CURRENT=$(echo "$NETWORK_CURRENT_FULL" \
    | sed -E 's/-[0-9]+-[0-9]+$//')

NETWORK_LATEST=$(echo "$NETWORK_LATEST_FULL" \
    | sed -E 's/-[0-9]+-[0-9]+$//')

if [[ -n "$NETWORK_CURRENT" ]]; then

    if [[ -z "$NETWORK_LATEST" ]]; then
        # UniFi returns {} when there is no newer Network release.
        # In that case the installed version is also the latest version.
        NETWORK_LATEST="$NETWORK_CURRENT"
        NETWORK_UPDATE="false"

    elif [[ "$NETWORK_CURRENT" != "$NETWORK_LATEST" ]]; then
        NETWORK_UPDATE="true"

    else
        NETWORK_UPDATE="false"
    fi

else
    NETWORK_UPDATE="unknown"
fi

publish "unifi/network/current_version" "$NETWORK_CURRENT"
publish "unifi/network/latest_version" "$NETWORK_LATEST"
publish "unifi/network/update_available" "$NETWORK_UPDATE"

# ------------------------------------------------------------
# UniFi Devices
# ------------------------------------------------------------

DEVICE_DATA=$(ssh $SSH_OPTS "${UNIFI_USER}@${UNIFI_HOST}" 'python3 -' <<'PY'
import json
import re
import subprocess

with open("/data/unifi/data/firmware.json") as f:
    fw = json.load(f)

release = None

def find_release(obj):
    global release

    if release is not None:
        return

    if isinstance(obj, dict):
        if "release" in obj and isinstance(obj["release"], dict):
            release = obj["release"]
            return

        for value in obj.values():
            find_release(value)

    elif isinstance(obj, list):
        for value in obj:
            find_release(value)

find_release(fw)

if release is None:
    raise RuntimeError("Could not locate release firmware catalogue")

mongo_js = '''
db.device.find(
  {adopted:true, type:{$in:["uap","usw"]}},
  {_id:0,name:1,model:1,version:1,type:1}
).forEach(function(d){print(JSON.stringify(d));});
'''

result = subprocess.check_output([
    "mongo",
    "--quiet",
    "--host", "127.0.0.1",
    "--port", "27117",
    "ace",
    "--eval", mongo_js
], text=True)

devices = []

for line in result.splitlines():
    line = line.strip()

    if not line.startswith("{"):
        continue

    d = json.loads(line)

    candidate = release.get(d["model"], {})
    latest = candidate.get("version")

    current = d.get("version")

    if latest is None:
        update = "unknown"
    elif current != latest:
        update = "true"
    else:
        update = "false"

    slug = re.sub(
        r"[^a-z0-9]+",
        "-",
        d.get("name", "unknown").lower()
    ).strip("-")

    devices.append({
        "slug": slug,
        "name": d.get("name", ""),
        "type": d.get("type", ""),
        "model": d.get("model", ""),
        "current": current or "",
        "latest": latest or "",
        "update": update
    })

for d in devices:
    print(
        "DEVICE|"
        + d["slug"] + "|"
        + d["name"] + "|"
        + d["type"] + "|"
        + d["model"] + "|"
        + d["current"] + "|"
        + d["latest"] + "|"
        + d["update"]
    )

updates = sum(1 for d in devices if d["update"] == "true")
unknown = sum(1 for d in devices if d["update"] == "unknown")

details = {
    "count": len(devices),
    "update_count": updates,
    "unknown_count": unknown,
    "devices": [
        {
            "name": d["name"],
            "type": d["type"],
            "model": d["model"],
            "current_version": d["current"],
            "latest_version": d["latest"],
            "update_available": (
                True if d["update"] == "true"
                else False if d["update"] == "false"
                else None
            )
        }
        for d in devices
    ]
}

print("DETAILS|" + json.dumps(details, separators=(",", ":")))
print(f"SUMMARY|{len(devices)}|{updates}|{unknown}")
PY
)

# ------------------------------------------------------------
# Publish individual devices
# ------------------------------------------------------------

DEVICE_COUNT=0
DEVICE_UPDATE_COUNT=0
DEVICE_UNKNOWN_COUNT=0
DEVICE_DETAILS=""

while IFS='|' read -r TYPE A B C D E F G; do

    if [[ "$TYPE" == "DEVICE" ]]; then

        SLUG="$A"
        NAME="$B"
        DEVICE_TYPE="$C"
        MODEL="$D"
        CURRENT="$E"
        LATEST="$F"
        UPDATE="$G"

        BASE="unifi/devices/${SLUG}"

        publish "${BASE}/name" "$NAME"
        publish "${BASE}/type" "$DEVICE_TYPE"
        publish "${BASE}/model" "$MODEL"
        publish "${BASE}/current_version" "$CURRENT"
        publish "${BASE}/latest_version" "$LATEST"
        publish "${BASE}/update_available" "$UPDATE"

    elif [[ "$TYPE" == "DETAILS" ]]; then

        DEVICE_DETAILS="$A"

    elif [[ "$TYPE" == "SUMMARY" ]]; then

        DEVICE_COUNT="$A"
        DEVICE_UPDATE_COUNT="$B"
        DEVICE_UNKNOWN_COUNT="$C"

    fi

done <<< "$DEVICE_DATA"

# ------------------------------------------------------------
# Overall device status
# ------------------------------------------------------------

if [[ "$DEVICE_UNKNOWN_COUNT" -gt 0 ]]; then
    DEVICE_UPDATE_AVAILABLE="unknown"
elif [[ "$DEVICE_UPDATE_COUNT" -gt 0 ]]; then
    DEVICE_UPDATE_AVAILABLE="true"
else
    DEVICE_UPDATE_AVAILABLE="false"
fi

publish "unifi/devices/count" "$DEVICE_COUNT"
publish "unifi/devices/update_count" "$DEVICE_UPDATE_COUNT"
publish "unifi/devices/unknown_count" "$DEVICE_UNKNOWN_COUNT"
publish "unifi/devices/update_available" "$DEVICE_UPDATE_AVAILABLE"
publish "unifi/devices/details" "$DEVICE_DETAILS"

# ------------------------------------------------------------
# Last successful check
# ------------------------------------------------------------

LAST_CHECK=$(date -Is)
publish "unifi/last_check" "$LAST_CHECK"

# ------------------------------------------------------------
# Console output
# ------------------------------------------------------------

echo "$(date -Is) UniFi update check completed"
echo "Gateway OS:     $OS_CURRENT"
echo "Network:        $NETWORK_CURRENT -> $NETWORK_LATEST"
echo "Network update: $NETWORK_UPDATE"
echo "Devices:        $DEVICE_COUNT"
echo "Device updates: $DEVICE_UPDATE_COUNT"
echo "Unknown:        $DEVICE_UNKNOWN_COUNT"
